Case study

Strengthening trust
in digital insurances

ABN AMRO Insurances's strategic move
with Salesforce and WithSecure™
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Introduction: seamless security in the
digital insurance evolution

In the digital financial services landscape, where online inter-
actions form the backbone of customer service, ensuring the
security of these platforms is paramount. ABN AMRO Insur-
ances, committed to bringing insurances closer to its clients,
recognized the need to fortify its Salesforce platform against
potential security threats. The integration of WithSecuret™

Cloud Protection for Salesforce not only solidified this security

but also provided a seamless operational experience. At the
same time, user friendly security dashboards introduced an
era of transparent, actionable Salesforce security insights,
crucial fora company prioritizing digital efficiency and trust.

Challenge: navigating the digital frontier
with expanding attack surface

ABN AMRO Insurances, standing as a beacon in digital insur-
ance services, operates with Salesforce as a core facilitator.
ABN AMRO Insurances, a prominent insurance provider,
focuses heavily on digital insurance services, making Sales-
force an integral component of their operations. “As we're
expanding on our Salesforce solution, we receive various
forms of communication that can contain malicious content,”
explains Roel van de Donk, Lead Product Owner at ABN
AMRO Insurances.

The stakes are raised with customer portals, increasing expo-
sure to potential attacks. “When you start realizing a custom-
er-facing portal, your attack surface increases dramatically,”
Roel adds.

Herein lay the challenge: implementing robust security was
paramount, not just for data protection but for sustaining
customer trust and adhering to stringent regulations.
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Solution: quick deployment, clear Outcomes: enhanced security,
insights through WithSecure'™ preserved trust
Cloud Protection

Implementing WithSecure markedly improved ABN AMRO

Salesforce’s recommendation led ABN AMRO Insurances to Insurances’s security position. “We can easily prove it,” states
WithSecure'™. “That gives us a big plus,” says Ralf van Hoorn, Roel, referring to the transparent dashboards that showcase Ralf van Hoorn, Salesforce Developer,
Salesforce Developer. real-time security operations. ABN AMRO Insurances
WithSecure'™ offered an easy-to-use cloud protection system, The system effectively filters out malicious content, safeguard-
critical for a with a robust digital presence. iIng the company’s digital assets. “When we just started using

WithSecure, we already had one file that was put into quaran-
WithSecure’s appeal was its simplicity in providing secure tine, which actually contained a virus,” Roel shares, demon-
cloud protection. “The ease of using WithSecure'™ Cloud strating the immediate impact of the solution.
Protection was a big plus...within an hour we were up Roel van de Donk, Lead Product Owner,
and running,” Ralf recalls, a nod to the solution’s ease of Moreover, the security implementation is so seamless that it’s ABN AMRO Insurances
integration. almost invisible to users. “Our users don't actually know the secu-

rity is there, but it is there to protect them,” Roel adds, pointing
Most notably, WithSecure’s clear and intuitive dashboards out the solution’s non-intrusive nature. This seamless efficiency

have been instrumental, offering real-time insights that prompt ensures that the insurers operations remain uninterrupted, main-
Immediate action where necessary. “It’s easy to use, with some taining the trust of customers and regulators bodies alike.
pleasant dashboards which | can use to see, okay, what's

happening here? Where do | need to act?” Ralf explains.



Conclusion: Safeguarding digital
insurance operations

For ABN AMRO Insurances, fortifying their Salesforce plat-
form transcends data protection; it's about reinforcing the
promise of digital reliability and convenience they offer their
clientele.

WithSecure™ has helped ABM AMRO Insurances in realizing
these objectives, showcasing that robust security measures
can coexist seamlessly within digital insurance infrastructures,
assuring a fortified and trustworthy digital realm.

About ABN AMRO Insurances:
A good insurance for every situation

ABN AMRO Insurances is a trailblazer in digital insurances.
Operating in the Netherlands, ABN AMRO Insurances is committed
to always offer the best insurance option for any situation.




Who We Are

WithSecure™, formerly F-Secure Business, is cyber security's reliable
partner. IT service providers, MSSPs and businesses - along with the
largest financial institutions, manufacturers, and thousands of the
world's most advanced communications and technology providers -
trust us for outcome-based cyber security that protects and enables
their operations. Our Al-driven protection secures endpoints and
cloud collaboration, and our intelligent detection and response are
powered by experts who identify business risks by proactively hunting
for threats and confronting live attacks. Our consultants partner with
enterprises and tech challengers to build resilience through evidence-
based security advice. With more than 30 years of experience in building
technology that meets business objectives, we've built our portfolio tc
grow with our partners through flexible commercial models.

WithSecure™ Corporation was founded in 1988, and i
OMX Helsinki Ltd.




