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WithSecure™ Cloud Protection
for Salesforce

Unlock the full potential of your Salesforce platform
and run your business undisrupted

Salesforce CRM platform is a backbone of your organization’s critical operations. To cyber
criminals, on the other hand, Salesforce is a steppingstone. New business outcomes create new
attack vectors for attackers to target. Attackers can slip in malicious files such as ransomware or
distribute URLs to phishing sites through channels including web forms and emails, for example.
This can eventually lead to business disruption, downtime, reputational damage, loss of trust in
the eyes of partners and customers, and other material and immaterial loss.
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Detect and block
advanced cyber
threats across
your Salesforce
cloud environment

Know what’s
happeningin

your Salesforce
environment and make
informed decisions

Remove malicious
content automati-
cally and scan your
environment at any
time

Made with
Salesforce
for Salesforce



It's your responsibility to
eliminate cyber risk related
to Salesforce content flows

As a cloud vendor, Salesforce has strict security practices

in place to protect the cloud and its infrastructure. The

shared responsibility model — a regulatory paradigm in cloud
computing — mandates that security responsibilities are split
between cloud providers and cloud consumers. According to
the shared responsibility paradigm, you as the data owner are
responsible of securing the data that flows in and out of your
Salesforce environment — nobody else secures it for you.

Reduce risk and deliver a
secure digital experience
with Salesforce

Sharing content such as files and weblinks is an essential
part of Salesforce collaboration but opens cracks into your
cyber line of defense. WithSecure™ Cloud Protection for
Salesforce automatically detects and blocks malicious files
and weblinks across Salesforce clouds and functionalities.
Your environment will stay clean of any malware, phishing,
or junk content.
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How Cloud Protection for
Salesforce shields your cloud?
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1. A user uploads malicious files 2. WithSecure™ Cloud

3. When a threat is detected,
or URLs to your Salesforce Protection for Salesforce the contentis blocked from
platform, for example, via web intercepts and scans all your users. Your admins are
forms, partner portals, emails, or entering and leaving content for automatically alerted.
third-party applications. threats using a multi-stage threat

analysis process. You can also

scan your existing content

on-demand.

4.Yourincident response is
sped up by advanced security
analytics with full audit trails.

You can easily integrate metadata,
alerts, and workflows to your SIEM
or other centralized security
systems.
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Instant and constant protection
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Prevent data breaches by stopping malware, ransomware Have real-time security information at your fingertips Plug-and-play security — made with Salesforce

and phishing attacks
Get clarity of your content security status and see what is With click-and-go deployment you get instant value in use -

Prevention is the most cost-effective defense. Protect your happening in your environment in real-time. Get full forensics no tedious implementation projects to slow you down.
digital business from advanced cyber threats by proactively trails to power your incident investigation and threat hunting. No surprise hosting costs on the horizon.

preventing any malicious content from piercing into your

Salesforce cloud environment.
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Embrace the full potential
of your Salesforce cloud
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O O Safe customer engagement and collaboration
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Make collaboration efficient and your customers’ lives
easier and safer with secure digital journeys — free from
malicious content and disruption.

éfé Enjoy the efficiency of Salesforce without disruption

Automatically detect and block malicious files and URLs
your users upload. Your administrators can focus on
impactful work, and there’s zero impact on your cloud
platform’s performance and customizations.

WithSecure™ - your partner in cyber security

WithSecure™ is cyber security's reliable partner. Our experience and
capability, developed over 30 years, protects critical businesses around the
world. Businesses across industry sectors trust us for outcome-based cyber

security to protect and enable their operations.

-1 Enable compliant and secure cloud adoption without

= speedbumps

Meet your security policy requirements and dodge
compliance obstacles while digitally transforming your
business with Salesforce.

@ Reliable protection

Our threat analysis service has distributed hosting across
multiple regions and availability zones across Europe and
USA, ensuring reliable delivery without a single point of
failure. WithSecure™ Cloud Protection for Salesforce is ISO
27001 and ISAE 3000 Type 2 (SOC2 Type 2) compliant.

As an end-to-end cyber security house, we offer comprehensive threat hunting
and consulting services, and develop our award-winning security technologies
with a deep understanding that our in-house research unit and hands on field

experience provides.
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Salesforce customers see
on average 49% faster
resolution times and a
whopping 26% increase

in revenue.

Secure your Salesforce

ISAE 2

\ 3000 ’



https://www.withsecure.com/en/solutions/software-and-services/cloud-protection-for-salesforce

